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Introduction

Presentations / demos are coming up!

See EdStem post #142

https://edstem.org/us/courses/89542/discussion/7913989



https://edstem.org/us/courses/89542/discussion/7913989

Review

Recall that we went through creating a demo VM in the last lab.

We will now do it again, but more concisely.

To save time, make sure you do it in the same project as last time!



Google Cloud

@ console.cloud.google.com

&* MyExampleProject Search (/) for resources, docs, products, and more

a Welcome, Chi%gtopher
Davis

This is your current project;
veuveactivatedyo Make sure it's the right one.

Use any remaining credits 2020
. [}
$39 out of $300 credits
@ used Add people to your project
Expires June 8, 2026 Set up budget alerts

Review product spend
See all credit usage

Recommended based on your interest in General -

Products

44z CreateaVM / Train and host ML '; Create a database

Try Gemini Cloud

Assist chat

(Tip: use Option G to open and

close the chat)

Chat now

Q Analyze and manage

o
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Adding Project SSH Keys

Instead of manually adding SSH keys to each VM, let’s first add them globally to the
project.

This allows us to SSH into any Linux VM instance in the project.
In the previous lab, we generated an SSH key at ~/.ssh/gcp_key

Again, copy the output of:

cat ~/.ssh/gcp_key.pub



b

Navigation 1.

e’» gle Cloud %* MyExampleProject

a ()

0

@ console.cloud.google.com

[ Search (/) for resources, docs, products, and more

Welcome, Christopher

Open the sidebar here.

You've activated your full account

Use any remaining credits, then pay as you go.

$39 out of $300 credits

@ used

Expires June 8, 2026

You're working on project MyExampleProject @

Number: 53193759241 I ID: myexampleproject-492020
[}

Add people to your project

Set up budget alerts
Review product spend

See all credit usage

Recommended based on your interest in General -

Products

Create a VM

Train and host ML '; Create a database

Try Gemini Cloud

Assist chat
(Tip: use Option G to open and
close the chat)

Chat now =

Q Analyze and manage




@ console.cloud.google.com

xtension Manager
Google Cloud

VM extension policies

Cloud Hub
VM Manager

Cloud overview Patch

Solutions 0S policies

Recently visited Bare Metal Solution

Servers

Favorite products
Networks

Favorite products appear here
VRFs
Volumes
Billing NFS Shares

Procurements

Maintenance Events

Hover over Compute Engine,
then scroll down and click on

Settings

Network endpoint Me ta da ta .

Compute Engine groups

Kubernetes Engine Preview Features
Operations

Cloud Storage
Settings

Security

Open “https://console.cloud.google.com/compute/metadata?project=maia-489721" in a new tab




@ console.cloud.google.com

| . fa
= Google Cloud e® eecs542 Search (/) for resources, docs, products, and more ‘ Q_ search 4 [ @ : s
{e} Compute Engine Metadata /' Edit C Refresh @ Learn
B3 Disks :
@ Sstorage Pools : All instances in this project inherit these key-value pairs. Learn more (2
Snapshots : Metadat ( SSH Keys
(2] Images :
B Async Replication :
B Consistency Groups :
[ e s
Instance groups ~ ’ N
, \
i -

¢ Instance groups : ~ "

. \
& Heali ohecks : Go to SSH Keys. ,

/
VM Extension Manager ~ - ____."
[% VM extension policies :
VM Manager ~
5 Patch 3 Metadata
Compute Engine metadata lets you specify key-value pairs that are
. OS policies : available to all VM instances in the project. A VM instance can query
metadata as needed or it can wait to be notified of changes.

Bare Metal Solution ~
¥ Marketplace Add metadata
E Release Notes Equivalent REST
<l




@ console.cloud.google.com

] AN
= Google Cloud e® eecs542 Search (/) for resources, docs, products, and more ‘ Q_ search 4 [ @ : s
{e} Compute Engine Metadata /' Edit C Refresh @ Learn
B3 Disks :

@ Sstorage Pools All instances in this project inherit these SSH keys. Learn more (2

Snapshots

Metadata SSH Keys

[ Images

B Async Replication

)

|======,
B Consistency Groups : [] 1!
! 1!
Instance groups ~ ! !
! 2 !
¥4 Instance groups : !
] .
3 Health checks : e S— CIICk Add SSH key-
\
VM Extension Manager ~
[ VM extension policies :
VM Manager ~
5 Patch : SSH Keys
) You can store SSH keys that can be used to ci to the VM instances
. OS policies : of a project. Project-level keys are propagated t VM instances that DO
not have their own SSH ki
Bare Metal Solution ~

¥ Marketplace Add SSH key

E; Release Notes Equivalent REST -

<I




@ console.cloud.google.com

s
= Google Cloud e® eecs542 Search (/) for resources, docs, products, and more ‘ Q_ search 4 [ @ : s
{?} Compute Engine Metadata ® Learn
B3 Disks :

All instances in this project inherit these SSH keys. Learn more (2

B Storage Pools

Snapshots : Metadata © SSHKeys
JeBUN . Hit Add item and paste
B Consistency Groups : Enter public SSH key th e SS H key h e re .

Instance groups ~ 4+ Add item

#h  Instance groups :
B3 Health checks :
VM Extension Manager -~
[ VM extension policies :
VM Manager -~
5 Patch g
& 0S policies 3
Bare Metal Solution A

¥ Marketplace

[ Release Notes

<1 Cancel




@ console.cloud.google.com

( AN
= Google Cloud e® eecs542 Search (/) for resources, docs, products, and more ‘ Q_ search 4 [ @ : s
{ﬁ? Compute Engine Metadata ® Learn
B3 Disks :
@ Sstorage Pools : All instances in this project inherit these SSH keys. Learn more (2

Snapshots

Metadata © SSHKeys

[ Images

Hit Add item and paste
B Consistency Groups Enter public SSH key th e SS H key h e re .
Instance groups ~ m

B Async Replication

[SSH key 1 *

—
[ 1]

#h Instance groups H
B3 Health checks :
VM Extension Manager ~
[ VM extension policies :
VM Manager -~
5 Patch g
& 0S policies 3
Bare Metal Solution A~

¥ Marketplace

[ Release Notes

<I




Agenda

- Creating a VM Instance
- Building & Running LinuxTinyServer
- Configuring a systemd service



Creating a VM Instance

We will create an instance for our web-server with these specs:
- Type: e2-medium
- 0OS: Ubuntu 24.04 LTS (Minimal)
- Boot Disk: 20GB of Standard Persist Disk

Recall: last lab covered how to do this using the GCP web console.



b

Navigation 1.

e’» gle Cloud %* MyExampleProject

a ()

0

@ console.cloud.google.com

[ Search (/) for resources, docs, products, and more

Welcome, Christopher

Open the sidebar here.

You've activated your full account

Use any remaining credits, then pay as you go.

$39 out of $300 credits

@ used

Expires June 8, 2026

You're working on project MyExampleProject @

Number: 53193759241 I ID: myexampleproject-492020
[}

Add people to your project

Set up budget alerts
Review product spend

See all credit usage

Recommended based on your interest in General -

Products

Create a VM

Train and host ML '; Create a database

Try Gemini Cloud

Assist chat
(Tip: use Option G to open and
close the chat)

Chat now =

Q Analyze and manage




@ console.cloud.google.com

Google Cloud

Overview

Cloud Hub Security risk overview

Cloud overview

VM instances
Solutions
Instance templates

Recently visited Sole-tenant nodes

. Machine images
Favorite products

Favorite products appear here 1Eds

Products Committed use discounts

Reservations

Migrate to Virtual Machines Hover over Compute Engine,
then click on VM instances.

Disks

Billing

Storage Pools
Snapshots
Images

Async Replication

Consistency Groups
netes Engine

Instance groups

Cloud Storage
Instance groups

w
w
w
w
w
w
w
w
w

Security

Open “https://console.cloud.google.com/compute/instances?authuser=0&project=myexampleproject-492020" in a new tab




@ console.cloud.google.com

) P
= Google Cloud 2* MyExampleProject [ Search (/) for resources, docs, products, and more ’ Q_ search J 4 & @ : s
ﬁ} Compute Engine A ¢ VM instance HAmport VM C Refresh @ Learn

E) Overview
Instances Observabili Instance schedules

@ Security risk overview

Virtual machines ~
VM instances
B VM instances

B Instance templates = Filter Enter property name @@value @ m

[[] status Name 4 Zone Recommendations In use by Internal IP External IP Connect

B Sole-tenant nodes
E

Machine images

A TPUs . .
- Click Create instance.
2 Committed use discounts =S
s N
(] Reservations 4 \
=0 .
&F Migrate to Virtual Machines 'l ’ > N “
Storage ~ \\ ,l
e s
B Disks

[ Storage Pools

Snapshots
VM Instances
Compute Engine lets you use virtual machines that run on Google's
infrastructure. Create micro-VMs or larger instances running Debian,
Windows, or other standard images. Create your first VM instance, import
it using a migration service, or try the quickstart to build a sample app.

Marketplace

EIC

=} Release Notes

T ——————



@ console.cloud.google.com

PN
= Google Cloud & MyExampleProject [ Search (/) for resources, docs, products, and more ’ Q_ search 4 & @ : s
< Create aninstance R Create VM from... @ Equivalent code <l
e Machine configuration Machine configuration Monthly estimate
2-medium, us-central1 N
e2-medium, us-centra (Name 5 J $25.46
instance-20260401-203728 .
e 0Sand storage That's about $0.03 hourly

Pay for what you use: no upfront costs and per second

Debian GNU/Linux 12 Region * Zone *
billing
(bookworm) |’ us-central1 (lowa) v @ } ( Any v @ ]
3 Region is permanent Google will choose a zone on your behalf, maximizing VM Item Monthly estimate
®. Data protection obtainability. Zone is permanent
Snapshot schedules 2vCPU+4GB $24.46
memory
; * nerate machine t tions with Gemini A
e Networking + Generate machine type suggestions Ge m 10 GB balanced $1.00
1 network interface persistent disk
[ Prompt %% Generate
- Loggin Cost varies &
® Obser‘/ab”'ty Describe your workload and requirements (like cost or performance). Generating machine type suggestions is free. Monitori s s 2
onitoring ost varies
Install Ops Agent Low-cost web server Low-volume database Al/ML inference
Snapshot schedule Cost varies &
e Securit
y Total $25.46

+ General purpose Compute optimized Memory optimized Storage optimized GPUs
e Advanced

Machine types for common workloads, optimized for cost and flexibility

Compute Engine pricing &
Cloud Operations pricing 2

Series (@ Description vCPUs (® Memary () CPL Platfar
o c4 Consistently high performance 2-288 . .
O C4A Arm-based consistently high performance 1-96 YO u WI I I g et th IS m e n u -
O C4D Consistently high performance 2-384 3-3,07ZGB AT TUTTT
O N4 Flexible & cost-optimized 2-80 4-640GB Intel Emerald

Cancel B Equivalent code




@ console.cloud.google.com

. s
= Google Cloud 2* MyExampleProject [ Search (/) for resources, docs, products, and more ’ Q_ search 4 & @ : s
& Create aninstance R Create VM from... @ Equivalent code <l
. - + General purpose Compute optimized Memory optimized Storage optimized -
- Masnneconuraton | ¥ e | Scroll down to see all the series
e2-medium, us-central1 Machine types for common workloads, optimized for cost and flexibility
e 0Sand storage Series @  Description VCPUs @  Memory @  CPU Platfor That's about $0.03 hourly
. : Pay for what you use: no upfront costs and per second
Debian GNU/Linux 12 Cc4 Consistently high performance 2-288 4-2232GB Intel Emerald billing
(bookworm)
C4A Arm-based consistently high performance 1-96 2-768 GB Google Axion .
A Item Monthly estimate
e Data protection c4D Consistently high performance 2-384 3-3,072GB AMD Turin 2vCPU + 4 GB 4.4
Snapshot schedules v ¥ $24.46
N4 Flexible & cost-optimized 2-80 4-640 GB Intel Emerald memory
e Networking N4A Arm-based flexibility & cost optimization 1-64 2-512GB Google Axion 10 GB balanced $1.00

1 network interface persistent disk

POOOOOOO

N4D Flexible & cost-optimized 2-96 4-768 GB AMD Turin
- Loggin Cost varies &
o Observablllty Cc3 Consistently high performance 4-192 8-1,536 GB Intel Sapphire
Monitoring Cost varies 3
Install Ops Agent 8 Conggstently high performance

Snapshot schedule Cost varies 4

.
- -~ | We want E2
y € want series - | Total $25.46
e 2 ced price & performance
e Advanced : .
O N2D Balanced price & performance 2-224 2-896 GB AMD Milan Compute Engine pricing (2
O T2A Scale-out workloads 1-48 4-192GB Ampere Altra Cloud Operations pricing (2
O T2D Scale-out workloads 1-60 4-240GB AMD Milan A Less
O N1 Balanced price & performance 0.25-96 0.6-624 GB Intel Haswell

Machine type
Choose a machine type with preset amounts of vCPUs and memory that suit most workloads. Or, you can create a

Cancel B Equivalent code




@ console.cloud.google.com

Google Cloud

%* MyExampleProject

[ Search (/) for resources, docs, products, and more

’ O\ Search

Create an instance

Machine configuration
e2-medium, us-centrall

OS and storage

Debian GNU/Linux 12
(bookworm)

Data protection

Snapshot schedules

Networking
1 network interface

Observability
Install Ops Agent

Security

Advanced

B Create VM from...

Pay for what you use: no upfront costs and per second

’, Consjstently high performance
. . Monthly estimate
W t E2
e want series E2. |77
’ nced price & performance 3
That's about $0.03 hourly
O N2D Balanced price & performance 2-224 2-896 GB AMD Milan
O T Scale-out workloads 1-48 4-192GB Ampere Altra billing
O T Scale-out workloads 1-60 4-240GB AMD Milan o
O N1 Balanced price & performance 0.25-96 0.6 -624 GB Intel Haswell 2 vCPU + 4 GB
memory

Machine type
Choose a machine type with preset amounts of vCPUs and memory that suit most workloads. Or, you can create a

10 GB balanced
persistent disk

+=53(0): @

@ Equivalent code <l

Monthly estimate

$24.46

$1.00

custom machine for your workload's particular needs. Learn more (2 Loggin Cost varies @
Preset Custom Monitoring Cost varies @
Snapshot schedule Cost varies 4
e2-medium (2 vCPU, 1 core, 4 GB memory) w } Total $25.46
viruyu WICmory
\/ Compute Engine pricing &
V 1-2 VCPU (1 shared core) 4
\/ Cloud Operations pricing &
‘v Advanced configurations
Ch 2 di
— Oo0Se eZ-meaium
VM provisioning model
( Standard v ]

Determines how long your VMs will run. Choice is permanent

B Equivalent code




@ console.cloud.google.com

.
= Google Cloud & MyExampleProject [ Search (/) for resources, docs, products, and more ’ Q_ search 4 & @ : s
& Create aninstance R Create VM from... @ Equivalent code <l
O C3D Consistently high performance 4-360 8-2,880GB AMD Genoa
® Machine configuration @ E2 Low cost, day-to-day computing 0.25-32 1-128GB Intel Broadwe Monthly estimate
O N2 Balancq cade $4992

That's about $0.07 hourly

2D ooened C I ICk O n OS and storage " Pay for what you use: no upfront costs and per second

OS and storage
Debian GNU/Linux 12

z

Scale-o Altra billing
(bookworm) . .
O T Scale-o | n th e S | d e b a r lan Item Monthly estimate
Data prote O N
Balanc pwell
Sshatschedilss 2vCPU +8GB $48.92
memory
e Networking Machine type 10 GB balanced $1.00
1 network interface Choose a machine type with preset amounts of vCPUs and memory that suit most workloads. Or, you can create a persistent disk
custom machine for your workload's particular needs. Learn more (2 Loggin Cost varies @
e Observability -
Install Ops Agent Custom Monitoring Cost varies @
Snapshot schedule Cost varies &
e Security ’ e2-standard-2 (2 vCPU, 1 core, 8 GB memory) » Total $49.92
e Advanced <> vCPU Memory _ B
C te Ei @2
v 2 {1601e) 8GB ompute Engine pricing
\/ Cloud Operations pricing &
‘v Advanced configurations A Less
Provisioning model
VM provisioning model
( Standard v ]

Determines how long your VMs will run. Choice is permanent

Cancel B Equivalent code




@ console.cloud.google.com

Google Cloud %* MyExampleProject

& Create an instance
e Machine configuration
e2-standard-2, us-centrall

e OSand storage

Debian GNU/Linux 12
(bookworm)

e Data protection

Snapshot schedules

e Networking
1 network interface

e Observability
Install Ops Agent

e Security

e Advanced

B Create VM from...

[ Search (/) for resources, docs, products, and more

’ O\ Search

+=53(0): @

Operating system and storage

Name

Type

Size

Snapshot schedule @
License type @

Ima

itional disks

instance-20260401-203728
New balanced persistent disk
10GB

default-schedule-1

Free

@ Equivalent code <l

Monthly estimate

$49.92
That's about $0.07 hourly

Pay for what you use: no upfront costs and per second billing

Item Monthly estimate

@ Debian GNU/Linux

5B memory $48.92

Click here to change the [« $1.00
OS and boot disk type. Costvares

Cost varies 2

‘ + Add new disk ] ’ =+ Attach existing disk ]

Container Dpeprecated @

Deploy a container image to this VM instance

Deploy container

B Equivalent code

Snapshot schedule Cost varies 2

Total $49.92

Compute Engine pricing (2
Cloud Operations pricing [4

A Less




@ console.cloud.google.com

Boot disk

Select an image or snapshot to create a boot disk; or attach an existing disk. Can't
find what you're looking for? Explore hundreds of VM solutions in Marketplace (2

Public images Custom images Snapshots Archive Snapshots

Operating system

= Filter ubuntul

untu Accelerator Optimized

E Ubuntu Pro

[ Compare disk types

Size (GB) *
(%

Provision between 10 and 65536 GB

v Show advanced configuration

Existing Disks

Let’'s use Ubuntu
for the demo.
Scroll down or filter
and select it.




@ console.cloud.google.com

Boot disk

Select an image or snapshot to create a boot disk; or attach an existing disk. Can't
find what you're looking for? Explore hundreds of VM solutions in Marketplace 2

Public images Custom images Snapshots

Archive Snapshots

Ubuntu

{ Operating system

al

[Version *
= Filter Type to filter

|

|

UDUNTU £5. 1V vIinimal
Arm64, arm64 questing minimal image built on 2026-03-20

Ubuntu 25.10 Minimal
x86/64, amd64 questing minimal image built on 2026-03-20

Ubuntu 24.04 LTS Minimal

Ubuntu 24.04 LTS Minimal
x86/64, amd64 noble minimal image built on 2026-03-25

Ubuntu 22.04 LTS Minimal
x86/64, amd64 jammy minimal image built on 2026-04-02

Ubuntu 22.04 LTS Minimal

Existing Disks

We will use the x86/64
Ubuntu 24.04 LTS
Minimal.




@ console.cloud.google.com

Boot disk

Select an image or snapshot to create a boot disk; or attach an existing disk. Can't
find what you're looking for? Explore hundreds of VM solutions in Marketplace 2

Public images Custom images Snapshots Archive Snapshots Existing Disks

Operating system

x86/64, amd64 noble minimal image built on 2026-03-25

Boot disk type *
Balanced persistent disk

Version *
[ Ubuntu 24.04 LTS Minimal

Compare disk types ]

Size (GB) *
(%

Provision between 10 and 65536 GB

v Show advanced configuration




Boot disk

Select an image or snapshot to create a boot disk; or attach an existing disk. Can't
find what you're looking for? Explore hundreds of VM solutions in Marketplace 2

Public images Custom images Snapshots Archive Snapshots

Operating system

{ Ubuntu v ]
Version *

{ Ubuntu 24.04 LTS Minimal = J
x86/64, amd64 noble minimal image built on 2026-03-25
Boot disk type *

[ Balanced persistent disk v ]

Compare disk types

Size (GB) *
[ |

Provision between 10 and 65536 GB

v Show advanced configuration

@ console.cloud.google.com ] C

Existing Disks

Now change the boot
disk to 20 GB of
Standard Persistent
Disk.




@ console.cloud.google.com

Google Cloud

%* MyExampleProject

[ Search (/) for resources, docs, products, and more

’ O\ Search J

+ =30 :

Create an instance
Machine configuration
e2-standard-2, us-centrall

OS and storage
Ubuntu 25.10 Minimal

Data protection

Networking
1 network interface

ility
Install Ops Agent

Security

Advanced

B Create VM from...

Networking

Firewall @

Select firewall rules to allow specific network traffic from the Internet. Firewall rules will only be applied when an instance is
created.

[J Allow HTTP traffic
[J Allow HTTPS traffic
[C] Allow Load Balancer H€alth Checks

Network tags

Network tags (©) }

Hostname

@ Equivalent code

Monthly estimate

$49.32
That's about $0.07 hourly

Pay for what you use: no upfront costs and per second billing

Item Monthly estimate
2 vCPU + 8 GB memory $48.92
10 GB standard persistent $0.40
disk

Loggin Cost varies @
Monitoring Cost varies 2

Snapshot schedule Cost varies 2

Total $49.32

1
Hostname

Set a custom hostname f

IP forwarding @

[C] Enable

Now go to the Networking tab, and scroll
down until you see Firewall settings.

Network performance configuration

Network bandwidth @

Enable per VM Tier_1 networking performance

B Equivalent code

: ®

T —————




B

@ console.cloud.google.com

Google Cloud

& MyExampleProject

Search (/) for resources, docs, products, and more

l Q Search

+ =530 :

Create an instance
Machine configuration
e2-medium, us-central1-b

0S and storage
Ubuntu 24.04 LTS Minimal

Data protection

Snapshot schedules

Networking

1 firewall rule, 1 network
interface

Observability
Install Ops Agent

Security

Advanced

R Create VM from...

Networking

Firewall @

Select firewall rules to allow specific network traffic from the Internet. Firewall rules will only be applied when an instance is

created.

@ Equivalent code

Monthly estimate

$26.46
That's about $0.04 hourly

Pay for what you use: no upfront costs and per second billing

Allow HTTP traffic Item Monthly estimate
[CJ Allow HTTPS traffic 2 vCPU + 4 GB memory $24.46
[C] Allow Load Balancer Health Checks 20 GB balanced persistent $2.00
disk
Network tags Loggin: Cost varies (2
Network tags
( http-server X ® } Monitoring Cost varies @
Snapshot schedule Cost varies 2
Hostname Total $26.46
Host
osinams @ } Compute Engine pricing (2

Set a custom hostname for this instance or leave it default. Choice is permanent

IP forwarding @

[J Enable

Network performance configuration

Network bandwidth @)

Enable per VM Tier_1 networking performance

@& Equivalent code

Cloud Operations pricing 2

A Less

Check Allow HTTP traffic.

© ®




@ console.cloud.google.com

- —
= Go gle Cloud & MyExampleProject Search (/) for resources, docs, products, and more l Q_ search 4 E] @ H s
& Create aninstance R Create VM from... B Equivalent code <l
e Machine configuration Networking Monthly estimate
e2-medium, us-central1-b
$26.46
e 0Sand storage Firewall ® That's about $0.04 hourly
Ubuntu 24.04 LTS Minimal Select firewall rules to allow specific network traffic from the Internet. Firewall rules will only be applied when an instance is Pay for what you use: no upfront costs and per second billing
’ created.
e Data protection Allow HTTP traffic Item Monthly estimate
Snapshot schedules [ Allow HTTPS traffic 2 vCPU + 4 GB memory $24.46
[C] Allow Load Balancer Health Checks 20 GB balanced persistent $2.00
e Networking ;
disk
1 firewall rule, 1 network
it Network tags Loggin Cost varies (2
interface Network tags
( http-server X ® } Monitoring Cost varies 2
* Observability Snapshot schedule Cost varies 2
Install Ops Agent
Hostname Total $26.46
e Security Host }
osinams @ Compute Engine pricing (2
Set a custom hostname for this instance or leave it default. Choice is permanent
e Advanced Cloud Operations pricing 2
IP forwarding @ e
[J Enable
Network performance configuration N ow h |t Crea te
Network bandwidth
Enable per VM etworking performance
Cancel @& Equivalent code
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- Introduction

- Project SSH Keys

- Creating a VM Instance

- Building & Running LinuxTinyServer
- Configuring a systemd service



Setting Up the VM Environent

Let’s set up our VM environment just like we did for LinuxGetSsl.

You can:
- SSH from the web console directly
- Add a local SSH key to the instance like in the previous lab
- Or, SSH using gcloud, which automatically handles the local keys



Setting Up the VM Environent

Let’s set up our VM environment just like we did for LinuxGetSsl.

You can:
- SSH from the web console directly
- Add a local SSH key to the instance like in the previous lab
- Or, SSH using gcloud CLI, which automatically handles the local keys

Since we already set up a global SSH key for the project, we can just run:

ssh -i ~/.ssh/gcp_key <username>@<vm_external_ip>



Setting Up the VM Environent (review)
Now we set up the environment exactly as with LinuxGetSsl.

In particular, run these commands in the SSH terminal on the VM:

sudo apt update && sudo apt upgrade -y

sudo apt install -y build-essential cmake git gdb

Then depending on if you want vim or nano:

sudo apt install -y vim or sudo apt install -y nano



Getting Code onto GCP

Now, we just need to get our LinuxTinyServer code onto GCP.

Just like last lab, there are several ways to do this. Namely:
- Setting up Github credentials on GCP (or vice versa)
- Using scp or rsync with a local SSH key
- Using gcloud



Getting Code onto GCP (scp)

For example, with this tutorial’'s naming, | would run:

scp -r -i ~/.ssh/gcp_key \
~/local/path/to/my/code \
<username>@<vm_ip>:~/LinuxTinyServer



Getting HTML onto GCP

Since this is a web-server, we need some HTML to serve.

Luckily, we already have some from the HTMLParser assignment, such as the
NYTimes.html file.

Let’s put them in a ~/html directory. On the remote VM, run:

mkdir ~/html



Getting HTML onto GCP

For every local HTML file example . html that you want to copy, run this locally:

scp -1 ~/.ssh/gcp_key \
~/local/path/to/my/code \
<username>@<vm_ip>:~/html/

Note the trailing slash in ~/html/



Getting HTML onto GCP

For every local HTML file example . html that you want to copy, run this locally:

scp -1 ~/.ssh/gcp_key \
~/local/path/to/my/code \
<username>@<vm_ip>:~/html/

Note the trailing slash in ~/html/

You can also get new webpages with curl; e.g., on the remote VM you can do:

curl -L -0 ~/html/linux.html "https://en.wikipedia.org/wiki/Linux"



Building & Running LinuxTinyServer
Now, you can build and run LinuxTinyServer as you usually would.

For instance:

cd ~/LinuxTinyServer
g++ -pthread LinuxTinyServer.cpp -o LinuxTinyServer

sudo ./LinuxTinyServer 80 ~/html



Connecting to LinuxTinyServer

We can then connect to the LinuxTinyServer as usual, except we specify the
external IP of the VM instance instead of localhost.

l.e., you can enter the following into your browser:

http://{vm_ip_address}/{file_name}.html



Connecting to LinuxTinyServer

We can then connect to the LinuxTinyServer as usual, except we specify the
external IP of the VM instance instead of localhost.

l.e., you can enter the following into your browser:

http://{vm_ip_address}/{file_name}.html

Alternatively, fetch with curl (might have to use --http0.9 flag):

curl -v http://{vm_ip_address}/{file_name}.html



& The New York Times - Break

/\ Not Secure

35.193.68.239/NYTimes.html

Thursday, April 9, 2026
Today’s Paper

World u.s. Politics

&t'l)e Nem ﬂork @nnes
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Reliably Run a Long-Running Service
We can now run our LinuxTinyServer and serve incoming requests.

However, merely running it from the terminal means it may die whenever our SSH
session ends.

Using something like tmux can help, but it is not a permanent solution:
- Has session overhead
- Not an OS first-class citizen
- No automatic restarts or reliability

The “real” solution here is to use a systemd service.



Configuring systemd
We can define a service via a .service file in the systemd directory.
This is an INI file (sort of like YAML) that defines the config for the service.

For instance, it can control:
- Automatic restarts
- Starting service on boot
- User/Group permissions
- Executable to run (and its argument)
- Environment variables
- Working directory (where the executable is run)



Making a New Service
We will create /etc/systemd/system/linuxtinyserver.service

You can find an example 1linuxtinyserver.service file on Canvas in Files,
under Labs.

Download this file, and then edit it to replace all instances of <username> with the
username you used to SSH into the VM.



Adding Service to systemd

Now, we just need to put this file into the /etc/systemd/system/ directory.

You can do this by copy/pasting with vim or nano, or by using scp / nano.

For instance, on a local terminal:

scp -1 ~/.ssh/gcp_key \
~/local/path/to/linuxtinyserver.service \
<username>@<vm_ip>:~/LinuxTinyServer/

And then on the remote VM instance:

sudo cp ~/LinuxTinyServer/linuxtinyserver.service \
/etc/systemd/system/



Service Permissions

Make sure the service file has the proper ownership and permissions:

sudo chown root:root /etc/systemd/system/linuxtinyserver.service

sudo chmod 644 /etc/systemd/system/linuxtinyserver.service



[Unit]
Description=Linux Tiny Server C++ Bi Here’s an overview of the file
After=network-online.target # Ensur ' ice
Wants=network-online.target

Note: this is condensed to fit on the slide

[Service] . ) .
Type=simple and not technically valid; comments in INI
User=<username> # Run service as yq have to be on their own lines urity)

Group=<username>
Restart=always # Automatically restart the service if it crashes
RestartSec=3 # Wait 3 seconds before restarting
StandardOutput=journal

StandardError=journal

TimeoutStopSec=30

# The absolute path to your executable
ExecStart=/home/<username>/LinuxTinyServer/LinuxTinyServer 80 /home/<username>/html

# The directory from which the binary is run
WorkingDirectory=/home/<username>/LinuxTinyServer

[Install]
WantedBy=multi-user.target # Starts the service in standard multi-user boot mode



Explaining the Service File

As you can see, there are a lot of options on this service file, and even more you can set.

We will briefly go over each of the specified attributes in the example file.

There are a lot of other fields and options you can set. I'd recommend reading more
documentation on the later.

E.g.,
https://docs.redhat.com/en/documentation/red hat enterprise linux/9/html/using systemd

unit files to customize and optimize your system/assembly working-with-systemd-uni
t-files working-with-systemd



https://docs.redhat.com/en/documentation/red_hat_enterprise_linux/9/html/using_systemd_unit_files_to_customize_and_optimize_your_system/assembly_working-with-systemd-unit-files_working-with-systemd
https://docs.redhat.com/en/documentation/red_hat_enterprise_linux/9/html/using_systemd_unit_files_to_customize_and_optimize_your_system/assembly_working-with-systemd-unit-files_working-with-systemd
https://docs.redhat.com/en/documentation/red_hat_enterprise_linux/9/html/using_systemd_unit_files_to_customize_and_optimize_your_system/assembly_working-with-systemd-unit-files_working-with-systemd

[Unit]

Description=Linux Tiny Server C++ Binary

After=network-online.target # Ensures the network jis un bhefore startina the service
LETRESSGITT S oI The Description is a simple plaintext

[Service] description of the service.
Type=simple
User=<username> # Run service as your user rather than root (recommended for security)
Group=<username>

Restart=always # Automatically restart the service if it crashes

RestartSec=3 # Wait 3 seconds before restarting

StandardOutput=journal

StandardError=journal

TimeoutStopSec=30

# The absolute path to your executable
ExecStart=/home/<username>/LinuxTinyServer/LinuxTinyServer 80 /home/<username>/html

# The directory from which the binary is run
WorkingDirectory=/home/<username>/LinuxTinyServer

[Install]
WantedBy=multi-user.target # Starts the service in standard multi-user boot mode



After=network-online.target # Ensures thg§ network is up before starting the service
Wants=network-online.target

[Service] . T
Type=simple The After and Wants line here indicate
User=<username> # Run service as your | that the service should wait for
Group=<username> _ .

Restart=always # Automatically restart network on11ne.target
RestartSec=3 # Wait 3 seconds before restarting

StandardOutput=journal . . :
StandardError=journal l.e., it waits for the network to be online

TimeoutStopSec=30 before starting the service

# The absolute path to your executable
ExecStart=/home/<username>/LinuxTinyServer/LinuxTinyServer 80 /home/<username>/html

# The directory from which the binary is run
WorkingDirectory=/home/<username>/LinuxTinyServer

[Install]
WantedBy=multi-user.target # Starts the service in standard multi-user boot mode



[Unit]

Description=Linux Tiny Server C++ Binary

After=network-online.target # Ensures the network is up before starting the service
Wants=network-online.target

[Service]
Type=simple

User=<username> # Run service as your user rather than root (recommended for security)
Group=<username>
Restart=always # Automatically restart { The Type here indicates how the service

RestartSec=3 # Wait 3 seconds before P .
Standardoutput=journal acts: is it a daemon, does it fork, etc.

StandardError=journal
TimeoutStopSec=30

simple is the default and means a
# The absolute path to your executable |simple process that does not need to
ExecStart=/home/<username>/LinuxTinyServe handle forking or acting as a daemon

# The directory from which the binary is run
WorkingDirectory=/home/<username>/LinuxTinyServer

[Install]
WantedBy=multi-user.target # Starts the service in standard multi-user boot mode



[Unit]
Description=Linux Tiny Server C++ Binary
After=network-online.target # Ensures the network is up before starting the service

Wants=network-online.target

[Service]

ReStar t=alway AUTCOMd ally resta Ne service if it crashes
RestartSec=3 # Wait 3 seconds before restartina

S EITE UTE PR EUTI L User and Group specify the user/group

StandardError=journal o _ .
TimeoutStopSec=30 permissions the service will have.

# The absolute path to your executable _ n
ExecStart=/home/<username>/LinuxTinySery FoOr brevity, we will just set them to your

username on the VM.
# The directory from which the binary is

WorkingDirectory=/home/<username>/LinuxTinyServer

[Install] For a real service, it would be better to set
WantedBy=multi-user.target # Starts thq a custom User and Group.




[Unit]
Description=Linux Tiny Server C++ Binary
After=network-online.target # Ensures the network is up before starting the service

Wants=network-online.target

[Service]
Type=simple
User=<username>
Group=<username>

Restart=always # Automatically restart tQe service if it crashes
RestartSec=3 # Wait 3 seconds before rdstartina
andarciutput=journa Restart controls how the service restarts.

StandardError=journal
TimeoutStopSec=30

# Run service as your user rather than root (recommended for security)

always means it always restarts, but
there is also an on-failure option,
which only restarts for non-zero exit

# The absolute path to your executable
ExecStart=/home/<username>/LinuxTinySer\

# The directory from which the binary is

WorkingDirectory=/home/<username>/Linux] statuses
[Install] _
WantedBy=multi-user.target # Starts thq RestartSec is how many second between

restarts.




[Unit]

Description=Linux Tiny Server C++ Binary
After=network-online.target # Ensures |
Wants=network-online.target

This controls where stdout and stderr
get sent.

[Service]

Type=simple
User=<username> # Run service as your |
Group=<username>

Restart=always # Automatically restart

# The absolute path to your executable
ExecStart=/home/<username>/LinuxTinyServer/LinuxTinyServer 80 /home/<username>/html

The default is the systemd journal. | set it
here to be explicit.

tne service 1T 1U Craslres
estarting

# The directory from which the binary is run
WorkingDirectory=/home/<username>/LinuxTinyServer

[Install]

WantedBy=multi-user.target # Starts the service in standard multi-user boot mode

[y)



[Unit]

Description=Linux Tiny Server C++ Binary

After=network-online.target # Ensures the network is up before starting the service
Wants=network-online.target

[Service]

Type=simple

User=<username> # Run service as your user rather than root (recommended for security)
Group=<username>

Restart=always # Automatically restart the service if it crashes

RestartSec=3 # Wait 3 seconds before restarting

StandardOutput=journal

StandardError=journal

TimeoutStopSec=30 This is the time to stop the service.

# The absolute path to your executable
ExecStart=/home/<username>/LinuxTinyServer/LinuxTinyServer 80 /home/<username>/html

# The directory from which the binary is run
WorkingDirectory=/home/<username>/LinuxTinyServer

[Install]
WantedBy=multi-user.target # Starts the service in standard multi-user boot mode



[Unit]

Description=Linux Tiny Server C++ Binary

After=network-online.target # Ensures the network is up before starting the service
Wants=network-online.target

[Service]

Type=simple
User=<username> # Run service as your user rather than root (recommended for security)
Group=<username>
Restart=always # Automatically restart { ExecStartis the absolute path to the

RestartSec=3 # Wait 3 seconds before r :
O e | executable, along with any arguments for
StandardError=journal the program.

TimeoutStopSec=30

# The absolute path to your executable

ExecStart=/home/<username>/LinuxTinyServer/LinuxTinyServer 80 /home/<username>/html

# The directory from which the binary is run
WorkingDirectory=/home/<username>/LinuxTinyServer

[Install]
WantedBy=multi-user.target # Starts the service in standard multi-user boot mode



[Unit]

Description=Linux Tiny Server C++ Binary

After=network-online.target # Ensures the network is up before starting the service
Wants=network-online.target

[Service]
Type=simple
User=<username> # Run service as your user rather than root (recommended for security)
Group=<username>

Restart=always # Automatically restart the service if it crashes

RestartSec=3 # Wait 3 seconds before restarting

StandardOutput=journal
StandardError=journal
TimeoutStopSec=30

# The absolute path to your executable quk’ngD'reCtory IS th_e directory from
ExecStart=/home/<username>/LinuxTinyServ| Which the executable will be run.

# The directory from which the binary is run

WorkingDirectory=/home/<username>/LinuxTinyServer

[Install]
WantedBy=multi-user.target # Starts the service in standard multi-user boot mode



[Unit]

Description=Linux Tiny Server C++ Binary

After=network-online.target # Ensures the network is up before starting the service
Wants=network-online.target

[Service]

Type=simple

User=<username> # Run service as your user rather than root (recommended for security)
Group=<username>

Restart=always # Automatically restart the service if it crashes

RestartSec=3 # Wait 3 seconds before restarting

StandardOutput=journal

StandardError=journal

TimeoutStopSec=30

# The absolute path to your executabl] T : .
ExecStart=/home/<username>/LinuxTiny$ What this line does is make the service 1
start automatically during bootup.

# The directory from which the binary———-

WorkingDirectory=/home/<username>/LipTinuCariian
Specifically, during the multi-user

[Install]

(non-graphical, text mode) state.

WantedBy=mu1ti—user.target # Starts




Activating the Service
First, ensure the binary is executable:
chmod +x ~/LinuxTinyServer/LinuxTinyServer

Since port 80 is protected, we need to give LinuxTinyServer permission to use it.
You can do that with this command, replacing USERNAME with your username:

sudo setcap 'cap_net_bind_service=+ep' \
/home /USERNAME /LinuxTinyServer/LinuxTinyServer
You can check the permissions with:

getcap /home/USERNAME/LinuxTinyServer/LinuxTinyServer



Load and Start the Service

To run the service, do the following commands on the VM:

sudo systemctl daemon-reload

sudo systemctl enable linuxtinyserver

sudo systemctl start linuxtinyserver

sudo systemctl status linuxtinyserver



christopherdavis@demo-server:~$ sudo systemctl status linuxtinyserver
e linuxtinyserver.service - Linux Tiny Server C++ Binary

Loaded: loaded (/etc/systemd/system/linuxtinyserver.service;
enabled; preset: enabled)

Active: active (running) since Fri 2026-04-10 16:01:36 UTC; 13s
ago

Main PID: 7795 (LinuxTinyServer)
Tasks: 1 (limit: 4598)
Memory: 292.0K (peak: 460.0K)

CPU: 4ms
CGroup: /system.slice/linuxtinyserver.service
L7795

/home/christopherdavis/LinuxTinyServer/LinuxTinyServer 80
/home/christopherdavis/html

Apr 10 16:01:36 demo-server systemd[1]: linuxtinyserver.service:
Scheduled restart job, restart counter is at 96.

Apr 10 16:01:36 demo-server systemd[1]: Started
linuxtinyserver.service - Linux Tiny Server C++ Binary.



Summary

Your service should be active!

It now runs independently of SSH sessions, and will automatically restart if the
process dies or the VM reboots.

To stop your service (and prevent it from restarting on boot), run this:

sudo systemctl disable --now linuxtinyserver

To re-enable it, run the four commands on the previous step.



Summary

Remember to Suspend or Stop your VM!

In either case—since we created a systemd service—our web-server will reboot.



Next Steps

We will also release a guide on creating custom images, instance templates, and
C1/CD with GitHub!



